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Agenda

• What is an Insider Threat and 

Should You Be Concerned?

• Insider Threat Cases

• What is DLP?

• Code42 Approach 
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What is an INSIDER Threat? 

An insider threat is a 

malicious threat to an 

organisation that comes 

from people within the 

organisation, such as 

employees, contractors or 

vendors.

Is he 
malicious

?
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50% of breaches between 2012 

and 2017 involved insiders.

50% of Breaches Are Inside Threats

McKinsey’s advice – ditch 

prevention and take a new approach 

centered on:

• Segments over Individuals

• Driving culture change

• Embracing predictive

Source: Insider threat: The Human Element of Cyber 

Risk - McKinsey, September 2018
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Legacy DLP

DATA LOSS PREVENTION

Next-Gen 

DATA LOSS PROTECTION

Rethink DLP: From Prevention to Protection

Requires extensive policy management

Blocks users, impedes productivity

Takes months even years to deploy

No blocking

Complex architecture and pricing models

No policies

Capture limited files Access every file

Deploy in days

Cloud native, priced right
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Rethink DLP
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Collect Monitor

Recover

• Collect every version of every endpoint file

• Index all file activity across endpoints and 

the cloud

• See files being moved to external hard 

drives or shared via cloud services

• Rapidly recover any file — even offline 

devices or when files are deleted, 

corrupted or ransomed

Simply and quickly protect data from loss, leak, misuse and theft

Preserve

Investigate

• Retain files as long as they are needed 

for compliance or litigation

• Quickly triage and prioritize data threats

• Search file activity across cloud services 

and endpoints

Code42

Next-Gen 

DLP
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Who We Are
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Next-Gen DLP
Focused on 

Files

Trusted by 

Customers

Powered by a 

World-Class 

Infrastructure

• Policy-free

• Deploys in days

• Cloud-native

• Doesn’t block 

collaboration

• Every version of 

every file

• All file activity

• Across endpoints 

and cloud services

• Global SaaS 

platform

• >2 million 

endpoints

• 6 global data 

centers

• More than 50,000 

organisations

• 7 of the 10 largest 

tech companies

• 13 of the 20 most 

valuable brands
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Our Customers
Trusted by more than 50,000 world-class organizations
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Security Brands Rely on Code42
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State-of-the-art global SaaS platform

Code42 agents running silently on more than 

2 million customer endpoints

Hundreds of petabytes of data secured

Compliance with today’s complex regulatory 

requirements (SOC 1, SOC 2, ISO27001)

Industry-Leading Global Infrastructure

• Seattle

• Ashburn, VA

• Dublin

• Amsterdam

• Singapore

• Sydney
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Data Centers:




